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1 O Bandwidth Management

Configuration

About This Chapter

When congestion occurs on a network, the device configured with bandwidth
management preferentially ensures that key services obtain bandwidth and limits
the uplink and downlink rates of non-key services.

10.1 Overview of Bandwidth Management
This section provides the definition of bandwidth management and describes its
purpose.

10.2 Understanding Bandwidth Management
This section describes basic concepts of bandwidth management.

10.3 Application Scenarios for Bandwidth Management
This section describes the application scenario of bandwidth management.

10.4 Licensing Requirements and Limitations for Bandwidth Management

10.5 Configuring Bandwidth Management
This section describes how to configure bandwidth management.

10.6 Configuration Examples for Bandwidth Management

This section provides a configuration example of bandwidth management,
including networking requirements, configuration roadmap, configuration
procedure, and configuration files.

10.1 Overview of Bandwidth Management

This section provides the definition of bandwidth management and describes its
purpose.
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Definition

Purpose

Bandwidth management technology manages and controls traffic based on the
flow direction (inbound or outbound) of an interface, source or destination IP
address, user group, time range, and description.

Bandwidth management technology provides bandwidth guarantee and limiting
to improve the bandwidth use efficiency and prevent bandwidth exhaustion.

e Bandwidth guarantee: guarantees the bandwidth required by key services.
When a network is busy, the bandwidth for key services is not affected.

e Bandwidth limiting: limits the bandwidth occupied by non-key services, and
prevents the non-key services from consuming much bandwidth to affect
other services.

Bandwidth management helps network administrators properly allocate
bandwidth resources, thereby improving the network operation quality.

10.2 Understanding Bandwidth Management

This section describes basic concepts of bandwidth management.

Maximum Bandwidth Per IP Address or User Group

The maximum bandwidth per IP address or user group is the maximum bandwidth
obtained by packets based on the IP address or user group. The device collects
statistics on traffic that matches bandwidth policies based on the IP address or
user group, and traffic from each IP address or user group cannot exceed the
configured maximum bandwidth.

Guaranteed Bandwidth Per IP Address or User Group

The guaranteed Bandwidth per IP address or user group is the minimum
bandwidth obtained by packets based on the IP address or user group. The device
allocates part of bandwidth to traffic of the matching IP address or user group.
The specified traffic can use the guaranteed bandwidth exclusively even if the
network is busy.

Bandwidth Policy

Bandwidth policies determine the traffic to which bandwidth management is
applied and how bandwidth management is performed.

A bandwidth policy is a set of multiple bandwidth allocation rules, and a
bandwidth allocation rule consists of conditions and actions.

The condition is the basis for the device to match packets, including:

e Interface type and number
e Interface name
e Inbound direction
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Outbound direction
IP address

User group

Time range

An action is taken by the device to process packets, including:

Uniform rate limiting: Rate limiting is performed for packets from all IP
addresses of the matching user group.

Single rate limiting: Rate limiting is performed for packets from an IP address.

10.3 Application Scenarios for Bandwidth Management

This section describes the application scenario of bandwidth management.

As shown in Figure 10-1, voice, video, and data services on a LAN of an enterprise
equally share bandwidth on the LAN. The enterprise faces the following problems:

When users on the LAN access the Internet, the required bandwidth is much
larger than the bandwidth that the enterprise leases from the carrier,
resulting in bandwidth bottlenecks.

Video services consume most bandwidth resources. As a result, bandwidth of
voice services cannot be ensured.

Bandwidth guarantee or limiting rules can be configured on the WAN interface of
RouterA to control data traffic of different services.

Figure 10-1 Networking of bandwidth management

= Configure bandwidth guarantee and
limiting on the WAN interface
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10.4 Licensing Requirements and Limitations for
Bandwidth Management

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Bandwidth management is a basic feature of a router and is not under license
control.

Feature Limitations
(10 NOTE

Only ART00&ART20&AR150&ART60&AR200 series support bandwidth management.

10.5 Configuring Bandwidth Management

This section describes how to configure bandwidth management.

Context

After bandwidth management is configured, the device controls the bandwidth of
packets matching conditions to manage network traffic.

Procedure
e Configure bandwidth guarantee.

a. Run system-view
The system view is displayed.
b. Run web
The web view is displayed.
c. (Optional) Run user-set user-set-name

A web user group is created and the web user group view is displayed, or
the view of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and
Default.

d. (Optional) Run user-ip from jp_addr7 to ip_addr2 [ description
description ]

An IP address segment is configured for users in a web user group.

By default, no IP network segment is configured for users in a web user
group.
e. Run bandguarantee interface { /interface-type interface-number |

interface-name } type { ip ip-address | user-set user-set-name } cir cir-
value [ time-range time-range-name] [ description desctiption ]
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User bandwidth guarantee is configured.

By default, user bandwidth guarantee is not configured.
Run quit

Exit from the web view.

Run quit

Exit from the system view.

Configure bandwidth limiting.

a.

Run system-view

The system view is displayed.

Run web

The web view is displayed.

(Optional) Run user-set user-set-name

A web user group is created and the web user group view is displayed, or
the view of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and
Default.

(Optional) Run user-ip from /p_addr to jp_addr2 [ description
description ]

An IP address segment is configured for users in a web user group.

By default, no IP network segment is configured for users in a web user
group.

Run bandlimit interface { /interface-type interface-number | interface-
name } type { ip ip-address { { inbound cir /n-cir-value | outbound cir
out-cir-value } " } | user-set user-set-name { { inbound cir in-cir-value |
outbound cir out-cir-value} " [ share ] } } [ time-range time-range-
name] [ description desctiption ]

User bandwidth limiting is configured.

By default, user bandwidth limiting is not configured.
Run quit

Exit from the web view.

Run quit

Exit from the system view.

Follow-up Procedure

Run the disable bandguarantee interface { interface-type interface-number |
interface-name } type { ip ip-address | user-set user-set-name } cir cir-value

[ time-range time-range-name] [ description desctiption] command to
disable user bandwidth guarantee.

Run the disable bandlimit interface { interface-type interface-number |
interface-name } type { ip ip-address [ { inbound cir /in-cir-value | outbound
cir out-cir-value } " ] | user-set user-set-name [ { inbound cir in-cir-value |
outbound cir out-cir-value} " [ share ] ] } [ time-range time-range-name ]
[ description desctiption] command to disable user bandwidth limiting.
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Verifying the Configuration

Run the display current-configuration command to check the parameter settings
that have taken effect on the device.

10.6 Configuration Examples for Bandwidth
Management

This section provides a configuration example of bandwidth management,
including networking requirements, configuration roadmap, configuration
procedure, and configuration files.

10.6.1 Example for Configuring Bandwidth Management

Networking Requirements

As shown in Figure 10-2, RouterA is used to connect departments on the
enterprise network, and the enterprise network connects to the WAN through
GE3/0/0 of RouterA. Bandwidth management needs to be configured correctly to
meet the following requirements:

e The downlink rate of packets between R&D departments and the Internet
cannot exceed 256 kbit/s during the working time (8:00 a.m. to 17:30 p.m.
from Monday to Friday).

e Packets from the president office are sent preferentially, and the minimum
bandwidth of packets from the president office is 2048 kbit/s when
congestion occurs.

Figure 10-2 Networking for configuring bandwidth management

R&D |:_|

departments

10.10.1.0/24 I:l-

Eth2/0/0  GE3/0/0

. Eth2/0/1 RouterA RouterB
president

office
10.10.2.4/24

Configuration Roadmap

The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure interfaces to
enable enterprise users to access the WAN through RouterA.
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Procedure

Step 1

Step 2

Step 3

2. Configure a time range.
3. Set different bandwidths for departments on GE3/0/0 of RouterA.

Create VLANSs and VLANIF interfaces, and configure interfaces.

# Create VLAN 10 and VLAN 20 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 10 20

# Configure Eth2/0/0 and Eth2/0/1 on RouterA as access interfaces, and add 2/0/0
and Eth2/0/1 to VLAN 10 and VLAN 20 respectively.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type access
[RouterA-Ethernet2/0/0] port default vlan 10
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type access
[RouterA-Ethernet2/0/1] port default vlan 20
[RouterA-Ethernet2/0/1] quit

# Create VLANIF 10 and VLANIF 20, configure IP addresses of 10.10.1.1/24 and
10.10.2.1/24 for VLANIF 10 and VLANIF 20 respectively.

[RouterA] interface vlanif 10
[RouterA-Vlanif10] ip address 10.10.1.1 24
[RouterA-Vlanif10] quit

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 10.10.2.1 24
[RouterA-Vlanif20] quit

# Configure the IP address of 1.1.1.1/24 for GE3/0/0 on RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 1.1.1.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure RouterB to ensure reachable routes between RouterB and RouterA.
The configuration is not provided here.

Configure a time range.

# Configure the time range from 8:00 to 17:30.

[RouterA] time-range worktime 8:00 to 17:30 working-day
Set different bandwidths for departments on GE3/0/0 of RouterA.

# On GE3/0/0 of RouterA, set the downlink rate limit for packets of R&D
departments to 256 kbit/s during the working time.

[RouterA] web

[RouterA-web] user-set vd

[RouterA-web-user-set-vd] user-ip from 10.10.1.2 to 10.10.1.254

[RouterA-web-user-set-vd] quit

[RouterA-web] bandlimit interface gigabitethernet 3/0/0 type user-set vd inbound cir 256 time-range
worktime

[RouterA-web] quit

# On GE3/0/0 of RouterA, set the minimum bandwidth of packets from the
president office to 2048 kbit/s.
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Step 4

[RouterA] web

[RouterA-web] bandguarantee interface gigabitethernet 3/0/0 type ip 10.10.2.4 cir 2048

[RouterA-web] quit
Verify the configuration.

# Check the bandwidth management configuration on RouterA.

<RouterA> display current-configuration

#

acl name Acl10.10.2.40007 3999

rule 5 permit ip source 10.10.2.4 0

#

traffic classifier Class-10.10.2.4-0007 operator or
if-match acl Acl10.10.2.40007

#

traffic behavior Behavior-10.10.2.4-0007

queue af bandwidth 2048

statistic enable

#

traffic policy GigabitEthernet3/0/0

classifier Class-10.10.2.4-007 behavior Behavior-10.10.2.4-0007 precedence 5
#

interface GigabitEthernet3/0/0

gos car inbound destination-ip-address range 10.10.1.2 to 10.10.1.254 cir 256 c
bs 48128 pbs 80128 green pass yellow pass red discard
traffic-policy GigabitEthernet3/0/0 outbound

#

return

--—-End

Configuration Files

e Configuration file of RouterA

#

sysname RouterA
#

time-range worktime 08:00 to 17:30 working-day
#
vlan batch 10 20
#
acl name Acl10.10.2.40007 3999

rule 5 permit ip source 10.10.2.4 0
#
web

user-set vd

user-ip from 10.10.1.2 to 10.10.1.254

bandlimit interface GigabitEthernet3/0/0 type user-set vd inbound cir 256 time-
range worktime

bandguarantee interface GigabitEthernet3/0/0 type ip 10.10.2.4 cir 2048
#
traffic classifier Class-10.10.2.4-0007 operator or
if-match acl Acl10.10.2.40007
#
traffic behavior Behavior-10.10.2.4-0007

queue af bandwidth 2048

statistic enable
#
traffic policy GigabitEthernet3/0/0

classifier Class-10.10.2.4-0007 behavior Behavior-10.10.2.4-0007 precedence 5
#
interface Vlanif10

ip address 10.10.1.1 255.255.255.0
#
interface Vlanif20

ip address 10.10.2.1 255.255.255.0
#
interface Ethernet0/0/1
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port link-type access

port default vlan 10

#

interface Ethernet0/0/2

port link-type access

port default vlan 20

#

interface GigabitEthernet3/0/0

ip address 1.1.1.1 255.255.255.0

gos car inbound destination-ip-address range 10.10.1.2 to 10.10.1.254 cir 256 ¢
bs 48128 pbs 80128 green pass yellow pass red discard
traffic-policy GigabitEthernet3/0/0 outbound
#

return
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